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ToDo

· If you used NTFS, you can compress stuff.  Get properties, then hit the [Advanced] buttoin under Attributes.  Not that the idiots used the wrong widget for the interface.  You can EITHER compress OR encrypt, but not both.  So the selection should be a radio button, not checkboxes.  Rather than fix it, at one point it would allow you to check both, but when you hit [OK] you'd get a dialog box telling you to chose one or the other.  Now in my W2K Pro SP2 the checks behave like a radio button!!!

· Crap, I forgot to mention that.  Take a look at the files that reappear, then look in %SYSTEMROOT%\System32\dllcache.  To even see that dir. you might have to reset all the stupid settings under view (like hid know file types and that crap).  If you REALLY want stuff to go away, you have to delete it from both the original directory and dllcache.  And any service packs will probably put it all back.  This is also why you lose so much space -- it takes up TWICE the amount of space, just to try and kludge past architectural flaws.  Humm, I'll have to add that to "Why Windows Has a Horrible Architecture.doc"...

Pay for Beta software -- XP


http://www.microsoft.com/windowsxp/preview/order.asp

Preventive maintenance NT reboots?!?

Correlate against voodoo page, add to same.

Header 1 Someplace???

In this paper my goal is to illustrate flaws in the basic architectural of all (current) versions of Microsoft® Windows®
 operating systems, and to discuss the effects of these flaws on system stability, manageability, scalability and usability.  In short, I want to show why Windows has a horrible architecture.  I mean to cover Windows® 95, Windows® 98, Windows® ME, Windows NT® (server and workstation), Windows® 2000 (server and Pro), Windows® XP and Windows® 2002.  You will find there are very few differences between versions with respect to the basic architectural flaws I will discuss.  I am not covering Windows® 3.x or Windows® for Workgroups because those are really only Graphical User Interfaces (GUIs) over MS-DOS®.  The same argument may be made for the Windows® 9.x series, but since they at least pretend to be real operating systems I’ve included them.

There are a lot of reasons to pick on Microsoft, which includes but are not limited to the following:

· Predatory business practices.

· Vaporware/substantially missed delivery dates/substantially reduced feature sets.

· Failure to implement security protocols in a secure manner
.

· Failure to implement properly according to public standard specifications.

· Failure to properly follow their own internal specifications.

· Failure to provide certain basic capabilities to a so-called Network Operating System (NOS)
.

· Poor out-of-the-box security.

· The entire concept inherent in the “Bypass traverse checking” right
.

· The Registry.

· Arrogant programmers who make arbitrary decisions without giving the user a choice
.

· Arrogant programmers who embed utterly useless and unnecessary sub-systems into applications, thus contributing to code-bloat and instability
.

· The fact that the first answer to a problem with a Microsoft product is “reboot.”

· The fact that the second answer to a problem with a Microsoft product is “reinstall.”

· The fact that at least 80 percent of the time, the first or the second answer works!  (Would you accept a car that every once in a while simply dies for no reason, but works again for a while when you turn it off an back on?)

I’ve chosen to discuss some aspects of the basic architecture in part because the architecture is fundamentally to the performance and operation of the system.  The architecture is also less subjective than some of the items I mentioned above.  Also, Microsoft is not nearly the sole culprit in many of the items I mention above, notably poor out-of-the-box security.  So I’ve tried to focus on objective aspects of demonstrable aspects of the Windows architecture.

Having said that, I want to make certain stipulations.  If you agree with these, fine.  If you disagree that Windows architecture has these characteristics, there are footnotes and references citing specific instances or examples.  If you disagree with my value statements that an architectural decision is good or bad, you’ll have to look at the last 40 years of computer science and try to find any other operating system that made the same choices.  I don’t know of any.

Architectural Stipulations (in no particular order, the numbers are merely for identification purposes):

1. It is a bad idea to allow an application installer to modify binary/library system files and/or place it’s own files into system areas.

2. It is an extremely bad idea to allow an application installer to modify binary/library system files without any notification or option to abort or not to modify the files.

3. It is a bad idea to require write access to system directories
 for all users.

4. It is a bad idea to locate user and/or application specific data within the system directories and in more than one place.

5. It is a bad idea to publish an API (applications programming interface) and then fail to use it yourself, and even arrange it so that proper, “as documented” use fails.

6. Service packs should fix problems, not introduce new features/functionality into the system, and they should especially not do that without changing the version number.

7. It is a good idea to allow applications to use (or link to) system files or libraries to reduce storage space requirements and programming complexity.

At this point in time, attempting to fix these bad architectural decisions would be very difficult, if not impossible.  Certainly backwards compatibility would suffer greatly.  So in a sense, it is understandable why it has not been done.

Instead, the entire Windows series of operating systems is a succession of kludges piled on top of each other, attempting to correct these fundaments architectural flaws that should never have been implemented in the first place.  Maybe breaking out of the death-spiral of backwards compatibility isn’t such a bad idea after all…

1.  It is a bad idea to allow an application installer to modify system binary/library files and/or place it’s own files into system areas

System files are those files – binary, configuration, library, etc. – that an operating system requires to actually run.  The binary files are the actual executables, the EXE and COM files that run and provide system services.  The library files are, in the case of DOS and Windows, the OVL OVR and DLL files that provide “library” functions to programs.  Libraries exist to implement, once and definitively, routines that are common to most or all programs.  For example, open a window and display a message.  This is a really good idea, and virtually all modern operating system implement it to one degree or another, even though they might call it something else.  See #6.

The problem lies in the fact that while anyone who writes programs designed to run on Windows uses these common libraries, they are totally unprotected and anyone can simply over-write a system library with another version.  The practical results of this fundamental and seemingly obviously Bad Idea is something called “DLL Hell.”  This has caused countless hours of frustration for all concerned when a newly installed application overwrites a DLL on which a previously working application depended.  There is no consistency checking, no protection of any kind.  Just about any application installed can overwrite just about any (system) file or DLL!

2.  It is an extremely bad idea to allow an application installer to modify system binary/library files without any notification or option to abort or not to modify the files

As if #1 was not bad enough, this frequently happens without any kind of notification and without any option to abort the installation, or to not copy that file.  Microsoft in general and The Office suite and Internet Explorer in particular are infamous for this behavior.  See the footnote for one of the most egregious examples of this that I’ve ever heard of.

In fact, not only does merely installing an application IE 5 “upgrade” your operating system (Internet Explorer Replaces Atsvc.exe Tool with Mstask.exe Tool [http://support.microsoft.com/support/kb/articles/Q236/7/73.asp]), without telling you and without giving you an option not to!  No, not just that – sometimes it doesn’t even do it correctly ("Internet Explorer May Not Convert Jobs to Task Scheduler Jobs" [http://support.microsoft.com/support/kb/articles/Q279/8/30.asp])!  And even more exciting, the new server doesn’t always work right either (Mstask.exe Does Not Run Scheduled Jobs [http://support.microsoft.com/support/kb/articles/Q272/0/22.asp]).

So let me get this straight.  I install an application that upgrades my operating system, except that sometimes the upgrades doesn’t work quite right.  I wasn’t told the upgrade would happen, I do not have a chance to stop it, and the thing that gets upgrades doesn’t always work right after that.  I’m sorry, but just how amazingly stupid is that?  What were they thinking?

3.  It is a bad idea to require write access to system directories for all users

This is a little more tricky, and perhaps less obvious than the first two.  In fact, it is even related, since without write access, no installer will be able to overwrite anything.  The fact of the matter is that the Windows operating system will fail to function if all users do not have read and write access to a large variety of system directories.  Even this is conceivable not that big a deal, until you consider that every application running on Windows has to run in some kind of user context.  That means that programs such as web servers run as users, and users can write things into system directories.  This is bad and it is one of the reasons why web servers, especially Microsoft’s IIS, are especially vulnerable to attack and difficult to secure properly.

According to http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnguide/html/msdn_secinst.asp, when setting better security than the default (i.e. Everyone has full control) you should do the following:


\WINNT and all subdirectories under it

· Administrators: Full Control

· CREATOR OWNER: Full Control

· Everyone: Read

· SYSTEM: Full Control

Then a bunch of caveats follow, all of which is difficult and tedious to actually implement.  But it doesn’t look that bad, does it?  Everyone now only gets read.  Right, except that whoever can get in there and create a file (like an application, such as a public web server) then has full control over it, including the ability to grant others permissions to files it created and/or owns.  And this is the best you can do?

Everything said above also applies to many sections of the registry, which is the proprietary binary database in which Windows keeps its configuration files.

There is also one more little twist.  In Windows NT, 2000, XP and 2002, there is a group called “Everyone.”  The Everyone group is supposed to be a group of, well, everyone.  The two basic problems are that 1) it really is everyone and 2) the Everyone group has full control of many system resources by default.  When I say that the everyone group is really everyone, I mean that if you can get traffic to the machine, you are a member of the Everyone group.  Little details like the fact that you do not have a user account and that you are coming from a hacker group in Russia are irrelevant.  You are part of the Everyone group, and you have full control of many system resources by default!

This was sort-of address in Windows NT 4.0 Service Pack (SP) 3 by the addition of an “Authenticated Users” group and also later by a “Users” group.  But guess which group still a=has full control by default?  And guess how easy it is to change all that, get it perfectly correct every time, not miss any instances and not break anything?  Yeah – that could happen.

4.  It is a bad idea to locate user and/or application specific data within the system directories, and in more than one place

This is bad because it makes it more difficult to restore or replace the operating system in the even of a problem.  Since user data and settings are interspersed with system data and settings, sorting it all out is difficult.  This is also a problem with the registry.  Having data in more than one place (specifically in 9x) makes it more difficult to backup all user data and settings easily.

Some versions of Windows are getting better at this.  Windows 2000 and above have created a new place to store this kind of information, by default “C:\Documents and Settings” and pretty much all user specific information, except that stored in the registry (which is still a lot), is in your %USERPROFILE% directory.  %USERPROFILE% is a system environment variable that expands to  “C:\Documents and Settings\{Your-User-Name}.”  Still, “C:\Documents and Settings\username” is a bit of a long path before you even start getting into you data…

5.  It is a bad idea to publish an api (applications programming interface) and then fail to use it yourself, and even arrange it so that proper, "as documented" use fails

See the footnote for an example.  I’m not sure what else I can say about this one.

6.  Service packs should fix problems, not introduce new features/functionality into the system, and they should especially not do that without changing the version number.

And the corollary is that Microsoft should learn how to use diff and patch – they do work on binary files too.  Oh wait, I forgot – many of Microsoft’s applications modify their own binary code (e.g. Word).

Traditionally, and for good reasons, “service packs” are provided to fix problems (bugs).  Also, when the functionality or features of a system change, they version number is also changed.  This is obvious and intuitive to everyone except Microsoft.  When I look at the changes introduced by service packs, most significantly in SP3, I would argue that no one uses NT 4.0 anymore.  We are all on 4.2 at least, if not 4.3.  Accounting for hotfixes is a little less clear, so we’ll let that one slide.  But it takes a degree in Microsoftology to examine a system and definitively state if that system is up-to-date on service packs and hotfixes.  Why is it so hard?

Any why are service packs so large?  Well, because they each contain the entire binary file for each file to be replaced – even if the change in only a couple of bytes.  The advantage to this is that it’s very easy – for Microsoft – to make cumulative service packs (another reason why they are so large).  Now personally, I love cumulative service packs.  They are far easier to install than incremental ones.  But they are still way to big, even in these days of increasing broadband access.

It would be harder – for Microsoft – but not impossible to use diff and patch compare a before and after shot of a file (any file, even binary) and create a “patch” file that turns the before into the after.  And it can’t be that much more trouble to maintain a copy of each iteration of a patched file (we’re only up to a max of 6 for NT 4.?) to “diff” against.  That would still allow cumulative service packs while reducing their size by a factor of at least 100 if not much more.  How about that – wouldn’t it be great if SP7 fit on a single floppy disk and could be downloaded by anyone over a modem?

And don’t even get me started about the 100+ meg, non cumulative Office service packs – err I mean service releases – that require the Office CD and take over twenty minutes to install on a PIII 600!

7.  It is a good idea to allow applications to use (or link to) system files or libraries to reduce storage space requirements and programming complexity

All of the points about talk about things you shouldn’t do.  This one talks about something that you should do – or that at least is not a bad idea.  It is the flip-side of #1 and #2.  Can you guess where this is going?

In an attempt to reduce “DLL Hell” Windows XP and Windows 2002 will continue to allow programs to “overwrite” system DLLs (for backwards compatibility reasons) but will in fact move the resulting file someplace else.  In effect, this means that each program gets it’s own copy of the system library that it’s supposed to be using, thus negating the benefit of reducing storage space requirements.  And we all know how lean Windows applications are on storage space – NOT.

We’ve now come full circle in our kludge pile – we’ve kludged more than half of the original benefit right out of the system – why even bother with shared libraries anymore?

There is an intermediate step in Windows 2000.  That iteration allows the installer to replace the file, but then complains about it and/or just puts the original one back.  This is complicated by the fact that the OS itself has to be able replace these files sometimes when installing service packs.

Even Windows 98 gets into the act with a paler imitation (i.e. beta) of this "Err Msg: The Following System Files Have Been Replaced with..." [http://support.microsoft.com/support/kb/articles/Q183/4/79.asp].  There is also a registry key that determines where Windows looks for DLLs.  If a DLL is part of the list, Windows only looks that that DLL in the system directory.  If it’s not, Windows will look elsewhere as well (such as in the applications directory.  (“PRB: Some System DLLs Are Only Seen in the System Directory” [http://support.microsoft.com/support/kb/articles/Q193/0/67.asp]

Conclusion

� The following are registered trademarks of Microsoft Corporation in the United States and/or other countries:  Microsoft®, DOS®, Windows®, Windows NT®.  See http://www.microsoft.com/trademarks/t-mark/t-guides.htm.


� For example, several tries at PPTP: � HYPERLINK "http://www.counterpane.com/pptp-paper.html" ��http://www.counterpane.com/pptp-paper.html�, � HYPERLINK "http://www.counterpane.com/pptp-paper.html" ��http://www.counterpane.com/pptp-paper.html�.


� For example, the omission of native file system quota support until the advent of Windows 2000.  “New Capabilities and Features of the NTFS 5.0 File System” � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q183/0/90.asp" ��http://support.microsoft.com/support/kb/articles/Q183/0/90.asp�.


� This obscure right allows “Everyone” (covered elsewhere) to “skip through” directories in a tree to which they do not have access rights, in order to get deeper into the tree and into directories in which they do have access rights!  Come again?  I’m confused now.  http://www.microsoft.com/WINDOWS2000/techinfo/reskit/en/ProRK/prdd_sec_gqko.htm 


� See the Outlook “Security” patch.  � HYPERLINK "http://officeupdate.microsoft.com/2000/downloadDetails/Out2ksec.htm" ��http://officeupdate.microsoft.com/2000/downloadDetails/Out2ksec.htm�, � HYPERLINK "http://windows.oreilly.com/news/patch_1_0700.html" ��http://windows.oreilly.com/news/patch_1_0700.html�


� See the flight simulator game build into Excel 97 and all the various so-called “easter eggs.”  � HYPERLINK "http://www.activewin.com/tips/eeggs/index.shtml" ��http://www.activewin.com/tips/eeggs/index.shtml�


� See any virtually any Windows application, especially Microsoft Office.  See “OFF97: Clicking "Remove All" In Setup Leaves Some Files” [http://support.microsoft.com/support/kb/articles/Q160/0/44.asp] and look for files placed in the “\windows\system” directory.  Some of those are actual system files, and some are files that an application has placed in the system directory.  Either way, it’s bad.


� Some versions of Windows refer to directories as folders – I’m going to refer to directories, but it all means the same thing.


� See recommended NTFS file permission settings.  � HYPERLINK "http://www.trustedsystems.com/tss_nsa_guide.htm" ��http://www.trustedsystems.com/tss_nsa_guide.htm� and � HYPERLINK "http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnguide/html/msdn_secinst.asp" ��http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnguide/html/msdn_secinst.asp�


� For example, under Windows 9x; “C;\My Documents” and “C:\Windows\Application Data” and Windows NT 4.0 c:\winnt\profiles\{username}.


� See Samba documentation.


� See Windows NT 4.0 Service Pack 3, arguably 4, and 5.  NT 4.0 SP& was scheduled to include the “Windows NT 4.0 Active Directory client” (http://www.microsoft.com/ntserver/sp7.asp).


� Need detail on why IIS sucks!


� Windows 2000 “solutions” to “DLL Hell, � HYPERLINK "http://www.microsoft.com/WINDOWS2000/techenthusiast/features/wfp.asp" ��http://www.microsoft.com/WINDOWS2000/techenthusiast/features/wfp.asp�, � HYPERLINK "http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnw2k/html/dlldanger1.asp" ��http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnw2k/html/dlldanger1.asp�
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